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Abstract 

In a frequency hopping multiple access (FHMA) system a set of users communicate 
simultaneously using frequency hopping sequences defined on the same set of frequency 
channels. A frequency hopping sequence specifies which channels to use as communication 
progresses. A set of frequency hopping sequences used in an FHMA is called a frequency 
hopping scheme (FHS). Much of the research on the performance of FHS is based on either 
pairwise mutual interference or adversarial interference but not both. In this paper, we 
evaluate the performance of an FHS with respect to both group-wise mutual interference 
and adversarial interference (jamming), bearing in mind that more than two users may be 
transmitting simultaneously in the presence of an adversary. We point out a correspondence 
between a cover-free code and a frequency hopping scheme. Cover-free codes give a lower 
bound on the transmission capacity of the FHS. Furthermore, we specify a jammer model 
and consider what additional properties a cover-free code should have to resist the jammer. 
We show that a purely combinatorial approach is inadequate against such a jammer, but 
that with the use of pseudorandomness, we can have a system that has high throughput as 
well as secure against jamming. 


1 Introduction 

Frequency hopping is a modulation technique that employ frequency hopping (FH) sequences in 
spread spectrum transmission. This technology was first introduced to allow multiple number 
of users to be co-located within the same spectrum. Further, it was introduced to mitigate 
interference from unauthorized users of a communication system on the assumption that the 
unauthorised users have no knowledge of the frequency hopping sequences being used [T7]. They 
are widely used in signal transmission such as Wi-Fi, Bluetooth and ultrawideband (UWB) com¬ 
munications [giiiiE]. Frequency hopping sequences specify the frequency channels on which 
a transmitter/receiver sends/receives data as transmission progresses. The main requirement 
for the transmitter-receiver pair to communicate is that they need to be on the same frequency 
channel at the same time. So a communicating pair of users need to share a frequency hopping 
sequence. When a number of users employ FH sequences which are defined on the same set 
of frequency channels, they form a frequency hopping multiple access (FHMA) system. We 
will consider properties of frequency hopping sequences for FHMA systems when used in the 
presence of adversarial interference. 
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2 Background 


2.1 Preliminaries 

Let = {/o, /i,..., fm-i} be a finite alphabet of m frequency channels available to an FHMA 
system; is called a frequency library. For simplicity, we assume a one-to-one mapping between 
the frequency channels in and a set of m elements, that is we write i for /i,0<i<m—1. 
Definition 2.1. A frequency hopping {FH) sequence is a sequence X = {xt)^ZQ (or X = (xt) if 
there is no ambiguity) of length v over a frequency library X. 

Definition 2.2. A {v,k,m)-frequency hopping scheme ((u, A:, m)-FHS), is a set <S = {Xi : 0 < 
i < k — 1} of size k where Xi is an FH sequence of length v over a frequency library X of size 

m. 

Let 5 be a (u,A,m)-FHS. A transmitter and a receiver share an FH sequence X = (xt) € <S. 
The channel to be used for transmission/reception at each time slot t is given as xt- 

2.2 Pairwise Mutual Interference 

Given an FHS, the use of the same frequency channel at the same time by two frequency hopping 
sequences (or more) causes interference. Pairwise mutual interference is where two frequency 
hopping sequences in an FHS interfere with each other. Formally, we described pairwise mutual 
interference as pairwise Hamming correlation or simply Hamming correlation. Let 5 be a 
{v, k, m)-FHS and X,Y £ S, X = (xq, xi,..., x^_i) and V = (yo, yi,..., Vv-i)- The Hamming 
correlation Hx,y at relative time delay r between X and Y is 


Hx.y(r) = X;Lo Vi+r)^ 0 < r < u. 


( 1 ) 


where 


h{x,y) 


1 \ix = y, 

0 \f x ^ y. 


Note that the operations on indices are performed modulo v. When X = Y we write Hx{t) for 
Hx,x{t) and this is the Hamming autocorrelation of X. 


We define the maximum out of phase Hamming auto-correlation of an FH sequence X £ S 
as 


H{X)= max {iLxx(r)}, 


and the maximum Hamming cross-correlation between any two distinct FH sequences X and 
F in iS as 


H{X,Y) 


max {Hxy{t)}. 

0<T<V 


Further, we define 


M(A, Y) = ma^{H{X),H{Y),H{X, F)}. 


Lempel and Greenberger in [12] developed the following bounds which are about sequences. 
Lemma 2.3 (Lempel-Greenberger bound I, |12| . Lemma 4). For every sequence X = (x*) of 
length v over X, | J-”! = m, 


H(X) > L 


r){v -£ r — m) 
m{v — 1) 


(2) 
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Lemma 2.4 (Lempel-Greenberger bound II, [12], Lemma 5). For every pair of sequenees X,Y 
of length v = p"' — 1 > 2 over T, |7^| = p^, 1 < i < n, 

M{X,Y)>p^-\ (3) 


We define the maximum periodic Hamming auto-correlation of a set S, Ha{S), and the maximum 
periodic Hamming cross-correlation of a set S, Hc{S), as 

Ha{S) = max{H{X)\X E S}, 

Hc{S) = ma^{H{X,Y)\X,Y E 5,X ^ Y}. 

Further, we define the maximum Hamming correlation of a set S as 

H^{S) = ma^{Ha{S),H,iS)}. 


Peng and Fan in |15j gave the following bound for the maximum Hamming correlation 
of sequences. 

Lemma 2.5 (The Peng-Fan Bounds [T5|, Corollary 1). Let S be a {v,k,m)-FHS. Let I 
Then 


Hm{S) > 


2Ivk — (/ + l)/m 
{vk — l)k 


of a set 



(4) 


Most researchers use the following to define optimality of frequency hopping sequences. A 
frequency hopping sequence X E 5 is said to be optimal in the Lempel-Greenberger bound if 
the bound (I2|) is met. A pair of frequency hopping sequences X,Y E 5 is called an optimal pair 
in the Lempel-Greenberger bound if it satisfy equality in the bound ([3|). Finally, a {v,k,m)- 
FHS, S, is said to be an optimal frequency hopping scheme in the Peng-Fan bound if the 
bound (HI) is met. It was shown in m that the Lempel-Greenberger bounds are special cases 
of the Peng-Fan bound. Therefore optimality in the Peng-Fan bound implies optimality in the 
Lempel-Greenberger bounds. 

There are many frequency hopping sequence constructions that use pairwise Hamming correla¬ 
tion, as a measure of how good the frequency hopping sequences are and meet the bounds ([2|), 
([3|) and (HD- We now consider some of such constructions that use algebra, combinatorial de¬ 
signs as well as codes. Lempel and Greenberger [T2| construct sets of optimal frequency hopping 
sequences from algebraic transforms of m-sequences. Fuji-Hara et al. [7] provide combinatorial 
constructions using affine geometries, cyclic designs and difference families, of frequency hop¬ 
ping sequences optimal in the Lempel-Greenberger bound. Using cyclotomy as well as quadratic 
residues, Chung and Yang [3] obtain sets of frequency hopping sequences with new parameters, 
optimal in the Lempel-Greenberger bound. Ding et al. |1| employ Reed-Solomon codes to obtain 
FH sequences optimal in the Peng-Fan bound. Using cyclotomy and the Chinese remainder the¬ 
orem, Ren et al. [T8] obtain sets of frequency hopping sequences meeting the Peng-Fan bound. 
Ren’s constructions are a generalisation of the constructions in |3| and |23j which also use 
cyclotomy over finite fields. Wang [21] use the trace function to construct sets of frequency 
hopping sequences that are also optimal in the Peng-Fan bound. The frequency hopping se¬ 
quences constructions given above and others, are all optimal in the sense of meeting either 
the Lempel-Greenberger bound or the Pen-Fan bound. However, both bounds are based on 
pairwise Hamming correlation. We will explain in Section 12.41 the insufficiency of using pairwise 
correlation and we analyse frequency hopping schemes using Hamming group correlation. 
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2.3 Adversarial Interference 


Interference originating from unauthorised entities where signals are deliberately transmitted to 
interfere with legitimate transmission is called adversarial interference or jamming. We discuss 
more on this in Section 13.21 

Now we describe the work of Bag et al. in [2] and Emek and Wattenhofer in [5] who consider 
adversarial interference only and not Hamming correlation. Bag et al. [2] use Latin squares to 
obtain sets of frequency hopping sequences. The FH sequences constructed achieve maximum 
transmission rate of 100% without adversarial interference. All legitimate FH sequences share 
a pair of secret pseudorandom numbers before the start of communication which are used in 
an entire session. The adversary can jam at most a certain number of the frequency channels. 
It was shown in [13j that an adversary only needs to eavesdrop on a single time slot to obtain 
the pair of secret shared pseudorandom numbers. Acquiring the secret numbers enables the 
adversary to derive legitimate FH sequence and thus interfere with any sequence of its choice. 
Emek and Wattenhofer in [5] construct sequences as a random walk on an expander graph. The 
authors consider a single pairwise communication where subsequent channels for transmission 
are included in the data transmitted. An adversary can eavesdrop and jam a certain fraction 
of the available frequency channels. In this paper two adversarial models were considered. In 
the first model, an adversary can only acquire information about the channel that was used 
in previous time slots after a certain number of time slots have lapsed, but not the content, 
while in the second model it has knowledge of both. Knowing the transmitted messages is 
important since the content specifies the next channels. At any time slot, the sequence is 
guaranteed successful transmission with probability at least 1 — 0 — e where 0 is the fraction of 
the channels an adversary jams and e is a security parameter that dehnes the resilience of the 
FH sequence. However, it is not clear what happens if more than one pair (transmitter/receiver) 
of communication occurs simultaneously. 


2.4 Our Contributions 

In this paper, we evaluate the performance of an FHS with respect to both group-wise mu¬ 
tual interference and adversarial interference. This framework was introduced in m, bearing 
in mind that more than two users can be transmitting simultaneously in the presence of an 
adversary therefore rending the pairwise mutual interference criterion inadequate. 

An overview of our contributions are as follows. We refine the system and attacker models 
which were introduced in m- We point out a correspondence between a cover-free code and a 
frequency hopping scheme. We note that when a cover-free code is considered as a frequency 
hopping scheme, a user can successfully transmit in at least a specified fraction of time in 
the presence of a given number of interfering FH sequences. We specify a jammer model for 
an FHS. Considering the resources and knowledge of a jammer, we look at how a frequency 
hopping scheme can mitigate against the jammer. We examine necessary and desirable addi¬ 
tional properties of cover-free codes such that they can be used in the presence of adversarial 
interference. A cover-free code will enable us to determine the number of places an FH se¬ 
quence can be successfully used in the presence of other interfering FH sequences. However, it 
provides no additional information for use of the FH sequences in the presence of adversarial 
interference. Therefore, we seek to determine these additional properties of cover-free codes 
that mitigate adversarial interference activities. Finally we discuss the limitations of cover-free 
codes against a jammer, and we propose the use of pseudorandomness to improve resistance 
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against a jammer. 


The rest of the paper is organised as follows. In Section [3] we introduce the system model and 
the necessary notation. In Section S] we introduce cover-free codes and show their equivalence 
to frequency hopping schemes. Section 0] also examine the additional properties of cover-free 
codes to defend against jamming. In Section 0] we discuss how pseudo-randomness can be used 
to strengthen cover-free codes to withstand a jammer so that the FH sequences can be used for 
longer periods of time. We conclude in Section O 


3 System and Attacker Model 

3.1 System Model 

Let <S be a (u, A:, m)-FHS. A single sequence is used by a single transmitter/receiver pair to 
communicate in the presence of both mutual and adversarial interference. We first consider the 
case of mutual interference. 

Definition 3.1. The Hamming group correlation G{X,IA) between an FH sequence A G <S and 
the FH sequences in lA C 5, \U\ = w, 1 < w < k, is defined as the number of time slots in X 
that use the same frequency channels as the corresponding time slots of some FH sequence in 
U, 

G{X,U) = |{xt|3F € U s.t. = = 1}|- (5) 

Note that the notion of Hamming group correlation is the complement of the group distance 
dehned in [9] when a (u, k, m)-FHS is considered as a set of k codewords of length v over X. 
The Hamming group correlation G{X,U) gives the number of time slots of an FH sequence X 
that are blocked by the FH sequences in the rc-subset U of S. 

We dehne a session as being made up of v time slots, that is one full length of an FH sequence. 
We now dehne the throughput of a frequency hopping sequence. We use the basic throughput 
dehned here to develop further throughput measures of a frequency hopping scheme. 
Definition 3.2. Let <S be a (u, m, A:)-FHS. Let U C S, \U\ = w,l < w < k and X G <S \ W. 
Then the tc-throughput of X with respect to U is the rate of successful transmission of A in a 
session in the presence of FH sequences in U, 


= ( 6 ) 

It is desirable that pw{X,U) be large, which means an FH sequence transmits in many time 
slots. 

Ideally, we aim to construct a (u, k, m)-FHS that maximizes throughput in both the average 
case and worst case. We now dehne these two cases. 

Definition 3.3. Let <S be a (u, k, m)-FHS. The average w-throughput of A G 5 is the average 
number of time slots in which A can successfully send information if w other sequences in S 
are being used, 

-p^{X,S) = p^{XM) ) . (7) 

V w ) \WC5\{X} / 
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Definition 3.4. The average w-throughput of an FH sequence in a set V |V| = le + 1 is 


pM = 


1 


w + 1 




( 8 ) 


vxev 


Thus given a (i(; + l)-subset V of a {v, k, m)-FHS, S, Equation ([8|) gives the average number of 
time slots in which an FH sequence X £V can successfully transmit information if the other w 
FH sequences are also transmitting. 

Definition 3.5. The average w-throughput of a {v,k,m)-FHS, S is given as 


Pw{S) 


.w+l) vc<s 


(9) 


In this paper, however, we focus on the worst-case rc-throughput, which gives the lowest possible 
throughput over a session in a communication system. We first look at the case without an 
adversary. The worst-case rc-throughput in the presence of an adversary will be dealt with in 
Section 13.21 

Definition 3.6. Given a (u,/c, m)-FHS, 5, the worst-case w-throughput of an FH sequence 
X G 5 is 

/5^(X,5) =^^min^^|p^(X,W)|. (10) 

So, given an FH sequence X & S, Equation (|lUp gives the minimum number of time slots in 
which the FH sequence can transmit data if some w FH sequences in S are also in use. 

Next we consider the worst-case rc-throughput of a particular subset of a {v, fe,m)-FHS. 
Definition 3.7. The worst-case w-throughput of a subset of a (u. A:, m)-FHS, V C 5, is the 
minimum number of time slots in which an FH sequence X G V can transmit information if w 
FH sequences in V \ {X} are in use, 

p^(V) = mm{p^(X,V\{X})}. (11) 

We conclude with the worst-case rc-throughput of an FHS. 

Definition 3.8. The worst-case w-throughput of a {v,k,m)-FHS, S, is the minimum of the 
values Pwiy) for each w -\- 1-set V in <S, 

Pw{S) = min |/5^(V)|. (12) 

|V|=ui-|-l 


A (u, A, m)-FHS, 5, with worst-case u)-throughput pw{S) will be denoted a {v,k,m; p^fS))- 

FHS. 

3.2 Attacker Model 

We consider the presence of an adversary that sends noisy signals on frequency channels to 
block the signal transmissions of legitimate users; we call this adversary a jammer. The jammer 
knows F, the {v, k, m)-FHS, 5, and the number of FH sequences to be used in a session, w -\-l 
{0 < w < k). However, the jammer has no knowledge of the actual FH sequences to be used. 
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Its strategy is to eavesdrop and jam. At each time slot it has enough resources to eavesdrop 
on Oim channels, 0 < < 1, and jam on 92 m channels, 0 < 02 < 1- We assume that it 

cannot jam all the frequency channels at each time slot. It can use the information it acquires 
while eavesdropping to make choices of which channels to jam. This adversary is described as a 
{9 1 , 62 )-adaptive jammer. When a signal is jammed, legitimate users hear noise and acknowledge 
failure of transmission. So we treat a jamming signal as an erasure. 

We model a jammer’s channel selection strategy for jamming as a set of FH sequences = 
{Yi\i = 0,..., 92 m — I}, where Yi is an FH sequence of length v over Y. 

Definition 3.9. The {w, J) -throughput of an FH sequence X in the presence of both other 
legitimate FH sequences in U C 5, \U\ = w and jamming FH sequences of jj is 


Pw,j{X,U U J) = 1 — 


G{X, {U U J}) 

V 


(13) 


The rest of the measures introduced in Section 13.11 can be easily modified to measure the 
throughput of a (u, k, m)-FHS in the presence of both mutual interference and adversary. These 
are summarised in Tabled) 


average {w, y)-throughput of X 

Pw,j{x,s u J) — Yl Pw,j{x,uuj) 

1 ^ > WC<S\{X} 

average (re, y)-throughput of V 

p^A^) = ^i E p^Axy\{x}vjj) 

xgv 

average (re, y)-throughput of <S 

Pw,j{S) — / k \ E P-w,j{Y) 
im+ll ves 

|V|=ui-|-l 

worst-case {w, y)-throughput of X 

p^u,JiX,S U J) = min {pi,^j{X,U'Jj)} 

mCo\{Jv j- 

worst-case (re, y)-throughput of V 

p^,j{V) = min {p^,j{X, V \ {X} U y)} 
xev 

worst-case {w, 77)-throughput of S 

Pw,j{S) = min {pw,j{V)} 
ves 

\V\=w+l 


Table 1: Performance measures of FHS in the presence of mutual interference and jamming. 


In this paper, the goal of a jammer is to reduce the worst-case rc-throughput of a {v, m, k)- 
FHS. 

In the literature, jammers are classified according to their capabilities (broadband or narrow- 
band) and their behaviour (constant, random or reactive) [TDd6l[22]. Our (0i, 02)-adaptive 
jammer includes all the jammers that apply to an FHS. For example, a broadband jammer 
means the jammer jams on contiguous set of channels and so we can consider this as 92 m > 1. 
If we consider a constant jammer, that jams on the same channel(s) as time progresses, then 
we have a (0i, 02 )-adaptive jammer where for any Yi ^ J we have Yj = {fj = f) for some 

f ex. 

4 Cover-Free Codes as Frequency Hopping 
Schemes 

Let be the universal set of m-ary words of length v. A code C C X" with k codewords and 
minimum Hamming distance d is denoted as a {v, k, m; d)-code or as a {v, k, m)-code when d is 
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unspecified. A (u, k, m)-FHS can thus be treated as a {v, k, m)-code. 


4.1 Cover-free codes 

The notion of cover-free codes has been used in PIIUIISD] for blacklisting and traitor tracing 
schemes. In this paper we use the definition of Staddon et al [20) . 

Definition 4.1 (Staddon, Stinson and Wei, [20]). Suppose that 5 is a {v, k,m)-code. For any 
subset S' ^ S and any X G X"", define 

I {X,S') = {i : Xi = Ui for some Y G 5'}. (14) 

Then S is called {w, a)-cover-free code, denoted (t(;,a)-CFC, if \I{Z,S')\ < (1 — a)v for any 
S' C S, |5'| = w and any Z ^ S \ S'. 

Note that a {v, k, m; d)-code is a (1, d/v)-CFC. We are interested in the cases where w > 1. 

4.2 Equivalence of Cover Free Codes and Frequency 
Hopping Schemes 

There is a direct correspondence between a frequency hopping scheme with a given Hamming 
group correlation and a cover free code. 

Theorem 4.2. Suppose S is a {v, k, m)-code over T, IT”! = m. Then S is a {w, a)-CFC if and 
only if S is a {v,m,k)-FHS with worst-case w-throughput greater than a. 

Proof. Suppose 5 is a {w, q;)-CFC. In a cover-free code any codeword agrees in less than {l — a)v 
places with any other w codewords. Now, let us view the codewords of S as FH sequences of 
a (u,/c, m)-FHS. Then we have G{X,S') = |/(A, 5')| < (1 — a)v, for any S' C S, |<S'| = w and 
any X G <S \ S'. That is, any FH sequence experiences interference in fewer than (1 — a)v time 
slots from any other w FH sequences of the (u, fc, m)-FHS. Then pw{X,S') > a for all X,S'. 
Therefore the worst-case rc-throughput is greater than a, Pw{<S) > ol. 

Conversely, suppose we have a (u. A:, m)-FHS, S, such that Pwi<S) > a. Clearly we have 
Pw{X,S') > a for any A G 5 and any S' F S \ {A}, |<S'| = w. Again if we consider the FH 
sequences in S as codewords, we have the following. Any codeword in S has less than (1 — a)v 
positions in which corresponding symbols are the same as those of any w codewords of the code, 
1 — ^ > a,MX,S'. Then we have (1 — a)v > G{X,S'). This implies |/(A,<S')| < (1 — a)v. 

Therefore 5 is a (t(;,a)-CFC. □ 

Example 4.3. Consider S, the set of codewords of weight 1. This is a (u),0)-CFC for any w, 
so it is a {v,v{m — l),m; l/u)-FHS with worst-case rc-throughput greater than 0. 

It was proved in [2D| (Theorem 4.3) that codes with large minimum distance are cover-free 
codes. 

Theorem 4.4. ( Suppose that S is a (v,k,m‘,d)-code such that d > v{l —^). Then S is 
a{w,l-^)-CFC. 

We have the following as a corollary of Theorems 14.21 and 14.41 

Corollary 4.5. A {v,k,m;d)-code with d > v{l — ^) gives a {v,m,k)-FFlS with worst-case 
w-throughput greater than 1 — 1 /w. 



Example 4.6. Let v and w be integers where v > 2 and w >2. Let m be a prime power such 
that m > V. Let T be the finite field of cardinality m and let ai, 02 , • • •, G .7^ be distinct. 
Define a length v Reed-Solomon code S over T by 


5 


|(/(ai),/(a2), 


• •, /(««))) : / e ^[X] and deg/ < 



Then 5 is a {w, 1 — l/rt;)-CFC code, which is a (u, ml ^ I, m)-FHS. 


4.3 Jamming Resistance Properties for Cover-Free 
Codes 

We now consider the throughput of cover free codes in the presence of both mutual interference 
and a jammer. We delve into further properties that cover-free codes should have to mitigate 
an ( 6 * 1 , 02 )-adaptive jammer. For simplicity, we assume 9im = 92 m = 1. 

Consider a (u,/c, m;/5u,(5))-FHS, S, over F. In any session there are re -|- 1 FH sequences that 
are in use by legitimate users. We call these active FH sequences. Let S” C 5 be the set of 
active FH sequences. At any time slot t, 0 < t < v — 1, m a session, there are at most rc + 1 
frequency channels in use, which we call active channels. At any time slot t, let the multiset 
Ft = (x°,..., denote all the channels that appear in all the FH sequences at that time. 

The vector Mt = (oq, ..., 0 ^- 1 ) denotes the multiplicity of each channel at time slot t, where 
Uj = \{j ■ x{ = i}|. Let Ft^^^^'^ = {xl°,..., and = (oq, ..., a^-i) denote the multisets 

of active frequency channels and multiplicity of active channels respectively. Note that a[ < a* 
for allf,0<i<m — 1. Although the jammer knows Ft and Mt it has no knowledge of jractive 
or 

A jammer aims to identify an active FH sequence as quickly as possible. It can then reduce 
the worst-case rc-throughput to 0, or close to 0. We call the jammer’s search space the set of 
FH sequences 5/, a subset of the (u. A:, m;/5^(5))-FHS, which the jammer needs to look at to 
identify an active FH sequence on time slot t. At the beginning of a session, t = 0, the search 
space is the whole frequency hopping scheme, 5 q = S. Let the number of time slots it takes a 
jammer to determine an active FH sequence be denoted yu, 0 < 7 < 1. It is desirable that 7 
be large. The aim of a (u. A:, m;/5^(5))-FHS, S, is to make the jammer’s advantage not much 
better than a random guess. 

We now explore the behaviour of a jammer given a frequency hopping scheme. 

A jammer can trivially reduce the worst-case rc-throughput of 5 to 0 if S” = S. If S" = S, 
then all sequences are active frequency hopping sequences. A jammer can choose any frequency 
hopping sequence A G 5 and jam this sequence from the beginning of the session until the end, 
at each and every time slot. As a mitigation strategy we have: 

Ml Use only a fraction of S, that is S” C S. 

If the jammer does not know jractjve j^acUve gg^j^ always guess which frequency 

channel to eavesdrop on. At time 0, there are k FH sequences assumed to be equally likely 
over m frequency channels, and for each frequency channel i there are a* FH sequences of that 
frequency channel. The probability that frequency channel i is active is 

Prob{i is active) = 1 - / L + l) ’ 
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The probability in (1151) is maximum when the jammer selects a frequency channel i such that 
ai > aj for all i ^ j. Therefore, if there exists some i such that Oj > aj for all i ^ j, then 
a jammer will choose frequency channel i to jam. A jammer follows the same strategy at any 
time slot t, 0 < t < v — 1. As a mitigation strategy against the (^, ^)-adaptive jammer we 
propose that: 

M2 A {v, k, m)-FHS should have the property that all frequency channels used at any time slot 
t are uniformly distributed, that is we must have ao = ai = ... = am-i- 

Recall, for a (^, ^)-adaptive jammer what happens at time t informs its next action at time 
t + 1, therefore we also propose that, 

M3 For all FH sequences with frequency channel i at time slot t, all frequency channels on 
the next time slot t + 1 should be uniformly distributed. This forces a jammer to guess 
randomly at any time slot. 

Properties IM2I and IM3I describes an orthogonal array. 

Definition 4.7 ( Hedayat, Sloane and Stufken, M)- A k X V array A with entries from T" is 
said to be an orthogonal array with m levels, strength t', 0 < t' < v — 1, and index A if every 
k xt' subarray of A contains each t' tuple based on T exactly A times as a row and is denoted 
OA\{k, V, m, t'). 

It is well known that an orthogonal array of certain parameters are MDS codes as given by the 
following theorem. 

Theorem 4.8 ( Hedayat, Sloane and Stufken, [8], Theorem 4.21). An OAi(m^ ,v,m,t') (or 
simply OA{m} , v, m, t')), A, is a {v, m( ,m\v — t' + 1)-MDS code, S. 

Suppose we treat our (u, ird',m-, v — t' + 1) MDS code as a (u, m, m*^)-FHS. Then the properties 
of the (u, m, m* )-FHS are as follows. Consider any t' consecutive time slots, for simplicity, 
0,..., — 1. Any frequency channel in F appears number of times in time slot 0. Next 

consider any FH sequences with a frequency channel in F that appeared on time slot 0. 

Then on time slot 1, any frequency channel in F appears m* number of times on the m* 

FH sequences of interest. Finally, on time slot t' — 1 any frequency channel in F appear once 
on FH sequences with a particular frequency channel on time slot t' — 2. 

Now we introduce a (^, ^)-jammer in our — t' + 1)-MDS code. Since at any time 

slot t, 0 < t < u — 1, the number of times any symbol in F is used is uniform, a jammer 
randomly guesses a symbol to eavesdrop on. For any active symbol in F that it eavesdrops 
on, a jammer will have successfully identified an active codeword if the multiplicity of that 
frequency channel is 1. Otherwise, at time slot t + 1 its search is concentrated on the codewords 
with that particular symbol that appeared in the previous time slot. However, for any inactive 
symbol in F it eavesdrops on at any time slot t, it removes from its search space the codewords 
with that specific symbol and on t + 1 continues its search on the remaining codewords at time 
t. The jammer continues this action until either of the following happens: 

• One active codeword is identified or the size of its search space is at most the number of 
active codewords. 

• The session ends. 

Searching until the end of the session means the jammer failed to identify an active codeword 
within the session. 

Let us call a jammer that eavesdrops on an active and inactive channel at a time slot, t, 
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— 1, a lucky and unlucky jammer respectively. Consider a {v, mk' ,m\ v — t' + 1)-MDS 
code, S. Recall <S* is the search space of a jammer at time slot t. Suppose that at time slot t, 
0 < t < t', the jammer picks a channel to eavesdrop on for some Xj G S^. If this channel 
is active then where has all sequences with the active channel xl and 

sequences discarded at this stage may include both active and inactive sequences. On the other 
hand, if xl is inactive then \ and only inactive sequences with xl are discarded 

at this stage. Note that a lucky jammer always reduces the search space at least as quickly as an 
unlucky jammer. At any time slot t, 0 < t < = (m — where 

is the number of time slots on which a jammer has been unlucky. Consider time slot t'. We 
now discuss what different values of B means with respect to the size of the jammer’s search 
space and how long it takes to identify an active sequence: 

• If R = 0, that is a jammer has been lucky at all the t' time slots, then Sp = 1. Only one 
active sequence remain in the jammer’s search space at this time slot thereby successfully 
identifying an active sequence. 

• If B = t', that is a jammer has been unlucky at all the t' time slots, then Sp = {m — 1)*\ 
Inactive sequences are discarded from the jammer’s search space at each of the t' time 
slots. However, unless w + 1 > [m — 1)* , this jammer will take at least t' to identify an 
active sequence. 

• For any other value of B such that B ^ 0,t' we have |5*,| = (m — 1)^ > I, and Sp with 
possibly both active and inactive sequences. So, a change of luck does not speed up the 
time to identify an active sequence as it will take at least as long as the jammer that is 
always lucky at every time slot. 

Theorem 4.9. Consider a {v,rrd ,m\v — t' + 1)-MDS code used as a (u,m* ,m)-FHS. If 

w + l<{m-lY', (16) 

then a jammer needs at least t' time slots to identify an active sequence. 

The bound on the number of active sequences for a (u, m^' ,m\ v — t' + 1)-MDS code in Theorem 
14.91 is to make sure that the (^, ^)-adaptive jammer who is unlucky all the time will also take 
at least t' time slots to identify an active sequence. 

In Example 14.101 we show that given a (u, mf , m)-MDS code, using re + 1 > {m — 1)* can make 
a jammer identify an active sequence in less than t' time slots. 

Example 4.10. Consider a (3, 3^, 3)-FHS, S = {W|l < * < 9} where Xi = (1,1,2), X 2 = 

(1, 2,1), A 3 = (1,3, 3), A 4 = (2,1,1), As = (2, 2,3), Aq = (2,3, 2), A 7 = (3,1,3), Ag = (3, 2, 2) 

and Ag = (3,3,1). 

Suppose a jammer is unlucky for three consecutive time slots t = 0,1, 2 . The size of the search 
space at t = 0, t = 1 and t = 2 is |5 q| = 9, 15^1 = 6 and liSH = 4 respectively. 

Let tc + 1 = 6 . Suppose = (1,1,1, 2, 2, 2). If a jammer is unlucky on to, that is it 

listens on the inactive channel 3, then liS^I = 6 and 5^ has all the six active sequences. So, it 
only needed to eavesdrop on a single time slot to identify the active sequences. Then it starts 
jamming from t = 1 until the end of the session. 

Table [2] considers frequency hopping schemes defined over frequency libraries of sizes comparable 
to those in the IEEE 802.11 standard [T]. It shows the performance of a (u,A:,m)-FHS when 
w + 1 sequences are used and adversarial interference from a (1/m, l/m)-adaptive jammer. We 
have a guaranteed worst-case tc-throughput of greater than a and the FHS can withstand a 
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{ijm, l/m)-adaptive jammer for at least 'yv time slots. 


(u,A:,m)-FHS 

{w, a) 

'yv 

( 23 , 233 , 23 ) 

(3,0.6667) 

3 

(23,23^,23) 

(4,0.75) 

2 

(23,23\23) 

(5,0.80) 

1 

( 37 , 373 , 37 ) 

(3,0.6667) 

5 

( 37 , 373 , 37 ) 

(4,0.75) 

3 

( 37 , 372 , 37 ) 

(5,0.80) 

2 

(59,59^59) 

(3,0.6667) 

7 

(59,59^59) 

(4,0.75) 

4 

( 59 , 593 , 59 ) 

(5,0.80) 

3 

(79,79^79) 

(3,0.6667) 

9 

( 79 , 793 , 79 ) 

(4,0.75) 

5 

(79,79^79) 

(5,0.80) 

4 


Table 2: Performance of a (u,/c, m)-FHS. 


From Table [2] it can be seen that there is a trade off between a, the lower bound of the worst- 
case w-throughput in the presence of mutual interference, and 7 U, how long it takes a jammer 
to identify an active sequence. Note that by increasing the number of sequences, k, while the 
length, V, and the size of the frequency library, m, is fixed, then a diminishes while the resilience 
of the FHS improves. However, the FHS does not withstand our jammer for long. A solution to 
this dilemma would be to restart the FHS every 'jv time slots. This will be elaborated further 
in Section [5] where an FHS is constructed that guarantees a rc-throughput of 1 in the presence 
of mutual interference and withstands a jammer for an entire session. 


5 A Secure and Efficient FHS 

Section 0] demonstrated the limits of how secure an FHS based on codes can be. In this section, 
we therefore propose that in order to withstand the attack of an adaptive jammer, some form 
of pseudorandomness must be introduced. Indeed, the schemes proposed in m are able to 
withstand an adaptive jammer for the entire session, at the expense of additional computational 
burden, and on the assumption of a secure pseudorandom number generator. We provide a novel 
interpretation of one of these schemes. 


Strongly resilient Latin sqnare (sR-LS) scheme jl3j Let Z he a set of size v. A Latin 
square of order v defined over Z is av xv array L such that no element of Z appears more than 
once in a row or in any column of L. Suppose x € Z. Let L + x = [(3ij]yxv where /3ij = aij + x 
mod V. Then L + x is also a Latin square. 

A Latin square L = [aij]yxv of order v over can be used to construct a frequency hopping 
scheme as follows. Let A be a long term key shared by all legitimate users. Let A be a 
pseudorandom function that takes inputs K, s the session number, and t the current time slot. 
A slot key xt is generated at each time slot as xt = F{K; sj t). 
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The 


Let T” be a frequency library of size v. Let L be a u x u Latin square, L = [aijj^xv 
frequency hopping sequences for an sR-LS frequency hopping scheme are given as, 

= (Ai), 


where Pij = aij + xt mod v. 

Note that the sR-LS scheme has v FH sequences used in a session, and a worst-case {v — 1)- 
throughput of 1. R can be viewed in two ways, 

• A collection of v {v, v, v, 1)-FHS which are MDS codes of minimum distance v, where each 
FHS is used only once. 

• An MDS code with minimum distance 1, that is a {v,v'^,v; 1)-FHS. Only v sequences are 
used and these are determined by the pseudorandom number generator. 

It can be seen that in this scheme the v frequency channels at each time slot are unique. 
Therefore we have the maximum achievable rc-throughput of 1 for any w, 1 < w < v. Now, 
consider the presence of a (^, ^)-adaptive jammer. The jammer has no knowledge of K the 
long term key, as it is shared by only the legitimate users. Further, a fresh pseudorandom 
number xt is generated at each time slot which means a new Latin square is generated at each 
time slot. Therefore a (^, ^)-adaptive jammer cannot identify an active FH sequence being 
used at a time slot if tc < v'", if we are thinking about the sR-LS in terms of {v,v'",v, 1)-FHS. 
So we have a frequency hopping scheme that achieves maximum rc-throughput of 1 and can 
withstand a (^, ^)-adaptive jammer for the entire session, that is jv = v. 


6 Conclusion 

In this paper we have discussed frequency hopping schemes in the presence of both legitimate 
sequences of the system as well as FH sequences of an adaptive adversary. We have provided a 
system model and attacker model for this type of communication. 

Cover-free codes have been considered as frequency hopping schemes as they give a defined 
bound on the worst-case throughput of the schemes. Further we considered mitigating strategies 
for cover-free codes to be used in the presence of both mutual and adversarial interference. 
However, we show that in the presence of our adaptive adversary, the cover-free code based 
frequency hopping schemes do not withstand the adaptive jammer for long. 

Finally, we described the strongly resilient Latin square (sR-LS) scheme proposed in [13] and 
showed that it can be viewed as a cover-free code used in conjunction with pseudo random 
number generator and this provides a frequency hopping scheme with high throughput that can 
be used in the presence of an adversary. 


References 

[1] IEEE standard for information technology-Telecommunications and information exchange 
between systems local and metropolitan area networks-specific requirements part 11: Wire¬ 
less LAN medium access control (MAC) and physical layer (PHY) specifications. IEEE 
Std 802.11-2012 (Revision of IEEE Std 802.11-2007), pages 1-2793, March 2012. 


13 


[2] S. Bag, S. Ruj, and B. Roy. Jamming resistant schemes for wireless communication; A 
combinatorial approach. In Springer Lecture Notes in Computer Science - Information 
Systems Security, volume 8303, pages 43-62. 2013. 

[3] J-H. Chung and K. Yang. Optimal frequency hopping sequences with new parameters. 
IEEE Transactions on Information Theory, 56(4):1685-1693, April 2010. 

[4] C. Ding, R. Fuji-Hara, Y. Fujiwara, M. Jimbo, and M. Mishima. Sets of frequency hopping 
sequences; Bounds and optimal constructions. IEEE Transactions on Information Theory, 
55(7);3297-3304, 2009. 

[5] Y. Emek and R. Wattenhofer. Frequency hopping against a powerful adversary. In Springer 
Lecture Notes in Computer Science-Distributed Computing, volume 8205, pages 329-343. 
2013. 

[6] P. Fan and M. Darnell. Sequence design for communications application. Research studies 
press Ltd, 1996. 

[7] R. Fuji-Hara, Y. Miao, and M. Mishima. Optimal frequency hopping sequences; A combi¬ 
natorial approach. IEEE Transactions on Information Theory, 50(10);2408-2420, 2004. 

[8] A. S. Hedayat, N. J. A. Sloane, and J. Stufken. Orthogonal Arrays: Theory and Applica¬ 
tions. Springer, June 22, 1999. 

[9] H. Jin and M. Blaum. Combinatorial properties for traceability codes using error correcting 
codes. IEEE Transactions on Information Theory, 53(2);804-808, Feb 2007. 

[10] R. Kumar, S. Rajagopalan, and A. Sahai. Coding constructions for blacklisting problems 
without computational assumptions. In Lecture Notes in Computer Science-Advances in 
Cryptology,CRYPTO ’99, volume 1666, pages 609-623. Springer, 1999. 

[11] Jim Lansford, A. Stephens, and R. Nevo. Wi-fi (802.11b) and bluetooth; enabling coexis¬ 
tence. Network, IEEE, 15(5);20-27, Sep 2001. 

[12] A. Lempel and H. Greenberger. Families of sequences with optimal Hamming-correlation 
properties. IEEE Transactions on Information Theory, 20(l);90-94, 1974. 

[13] M. Nyirenda, S-L. Ng, and M. Martin. A combinatorial framework for frequency hopping 
multiple access. In Proceedings of the Pourteenth International Workshop on Algebraic and 
Combinatorial Coding Theory, 2014. 

[14] K. Pelechrinis, M. Iliofotou, and S. V. Krishnamurthy. Denial of service attacks in wireless 
networks; The case of jammers. IEEE Communications Surveys Tutorials, 13(2);245-257, 
2011. 

[15] D. Peng and P. Fan. Lower bounds on the Hamming auto- and cross-correlations of fre¬ 
quency hopping sequences. IEEE Transactions on Information Theory, 50(9);2149-2154, 
2004. 

[16] R. Poisel. Modern Communications .lamming Principles and Techniques. Artech House, 
2nd edition, 2004. 

[17] J. Proakis. Digital communications. McGraw-Hill, 1995. 

[18] W. Ren, F. W. Fu, and Z. Zhou. New sets of frequency hopping sequences with optimal 
hamming correlation. Designs, Codes and Cryptography, 72(2);423-434, 2014. 


14 



[19] D. V. Sarwate. Reed-solomon codes and the design of sequences for spread-spectrum 
multiple access communications. In S. B. Wicker and V. K. Bhargava, editors, Reed- 
Solomon Codes and their Applications. IEEE Press, 1994. 

[20] J. N. Staddon, D. R. Stinson, and R. Wei. Combinatorial properties of frameproof and 
traceability codes. IEEE Transactions on Information Theory., 47(3):1042"1049, 2001. 

[21] Qi Wang. The linear span of the frequency hopping sequences in optimal sets. Designs, 
Codes and Cryptography, 61(3):331~344, 2011. 

[22] W. Xu, W. Trappe, Y. Zhang, and T. Wood. The feasibility of launching and detect¬ 
ing jamming attacks in wireless networks. In Proceedings of the 6th ACM international 
symposium on Mobile ad hoc networking and computing, pages 46-57, 2005. 

[23] Y. Zhang, P. H. Ke, and S. Y. Zhang. Optimal frequency hopping sequences based on 
cyclotomy. First International Workshop on Education Technology and Computer Science, 
1:1122-1126, 2009. 


15 



